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https://dataegret.com/2024/11/from_backup_to_integrity_leveraging_wal-g_for_postgresql/

2 The Importance of Checksum Validation

Why is it important?

Checksums help detect corruption due to hardware issues
Reminder: Checksums are disabled by default in PostgreSQL*

Cluster must be offline during the enabling process, which can take time
The tool pg_checksums allows you to

Enable, disable, or verify checksums (on an offline cluster!)

Ensures data integrity and aids early corruption detection

# ENABLE CHECKSUM

root@pgwal:~# pg_checksums -e -P -D [data/pg_data/postgres
2110/2110 MB (100%) computed

Checksum operation completed

Files scanned: 3860

Blocks scanned: 263931

Files written: 0

Blocks written: 0
. . . # CHECK CHECKSUM (db must be ofline)
pg_checksums‘ syncing dUtO dIFECtOI’\/ root@pgwal:~# /pg_checksums -c -D [data/pg_data/postgres

pg_checksums: updating control file pg_checksums: error: could not read block 0 in file "/data/pg_data/postgres/base/16390/16563": read 12 of 8192

* Enable data checksums by default in PostgreSQL 18
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https://www.postgresql.org/docs/current/app-pgchecksums.html
https://www.postgresql.org/message-id/flat/CAKAnmmKwiMHik5AHmBEdf5vqzbOBbcwEPHo4-PioWeAbzwcTOQ@mail.gmail.com

Checking Backups with WAL-G
VERIFY WAL-G OPTIONS

[r 7-db-01]# /wal-g backup-push -f -s -v /data/pg_data/postgres"

INFO: 2024/10/08 12:25:52.588586 Selecting the latest backup as the base for the current delta backup... 'f .

INFO: 2024/10/08 12:25:52.602764 Doing full backup. Ve rl ! .

INFO: 2024/10/08 12:25:52.610169 Calling pg_start_backup() A .
WARNING: 2024/10/08 12:25:52.630169 Corruption found in /data/pg_data/postgres/base/16493/16529/[967], expected 7a4dc, found c88b

INFO: 2024/10/08 12:25:52.845646 Starting a new tar bundle Va | I d ate a I I d ata pag e Ch eCkS u m S d u rl n g
INFO: 2024/10/08 12:25:52.845704 Walking ... .

INFO: 2024/10/08 12:26:52.846017 Starting part 1 ... baCkU p Creatlon (analyze and alert

INFO: 2024/10/08 12:25:52.846118 Starting part 2 ...

INFO: 2024/10/08 12:25:53.081292 Packing ... )

INFO: 2024/10/08 12:25:53.081896 Finished writing part 2. WARNING/ERROR messages

INFO: 2024/10/08 12:26:
INFO: 2024/10/08 12:26:
INFO: 2024/10/08 12:26:
INFO: 2024/10/08 12:26:
INFO: 2024/10/08 12:26:
INFO: 2024/10/08 12:27
INFO: 2024/10/08 12:27:

5.994541 Finished writing part 1.
6.448139 Starting part 3 ...
6.448194 /global/pg_control
'6.448730 Finished writing part 3.

6.449340 Calling pg_stop_backup( wal-verify inteqgrity:

9.604398 Starting part 4 ...

INFO: 2024/10/08 12:27 gigg:g;? fﬁﬁ:&?ﬁf rLap Verlfy the COnSiStency of WAL archives

INFO: 2024/10/08 12:27:49.609611 Finished writing part 4.
INFO: 2024/10/08 12:27:52.810995 Wrote backup with name base_00000001000000000000000B to storage default

WAL-VERIFY

root@pgwalg:~ f—— e R —— am——
INFO: 2024/10/18 11:10:04.083785 Current WAL segment: 000000010000000500000033 { 1
INFO: 2024/10/18 11:10:04.084713 Building check runner: integrity ] Missi bably delayed t Missing, loet t
INFO: 2024/10/18 11:10:04.085560 Detected earliest available backup: base._f 1 4 58 [0 wissing,probabiy celayed segmen resing, fost segmen
INFO: 2024/10/18 11:10:04.085576 Running the check: integrity ! Missing, probably uploading segment F | Found segment r
[wal-verify]l integrity check status: FAILURE |
[wal-verify]l integrity check details: MISSING LOST L
h s |F F F F FlF[ufulF ulbp[p[p[bp]D i
| TLI | START | END | SEGMENTS COUNT | STATUS | \ ! ProbablyUploading ProbablyDelayed ! t
+ y 1 segmentsrange size !  segments range size | |
| 1] 1 - 58 | 1 B B | 164 | FOUND | ] € > |
| 11 1 C | 1 D | 2| MISSING_LOST | i -1
| e | 1 E'| 1 ey | 53 | FOUND | A »> LSN  §



https://wal-g.readthedocs.io/PostgreSQL/#page-checksums-verification
https://wal-g.readthedocs.io/PostgreSQL/#wal-verify

4 Bug Fix in Checksum Verification

[root@test27-db-01]# usr/local/bin/wal-g backup-push -f -s -v /data/pg_data/postgres" Fe)
INFO: 2024/10/08 12:25:52.588586 Selecting the latest backup as the base for the current delta backup...
INFO: 2024/10/08 12:25:52.602764 Doing full backup.

INFO: 2024/10/08 12:25:52.610169 Calling pg_start_backup()
INFO: 2024/10/08 12:25:52.845646 Starting a new tar bundle
INFO: 2024/10/08 12:25:52.845704 Walking ...

INFO: 2024/10/08 12:25:52.846017 Starting part 1 ...

INFO: 2024/10/08 12:25:52.846118 Starting part 2 ...

INFO: 2024/10/08 12:25:53.081292 Packing ...

INFO: 2024/10/08 12:25:53.081896 Finished writing part 2.
INFO: 2024/10/08 12:26:25.994541 Finished writing part 1.
INFO: 2024/10/08 12:26:26.448139 Starting part 3 ...

INFO: 2024/10/08 12:26:26.448194 /global/pg_control

INFO: 2024/10/08 12:26:26.448730 Finished writing part 3.

1.  Copy the first 121,900 bytes. INFO: 2024/10/08 12:27.40 60439 Sarig pat -+
INFO: 2024/10/08 12:27:49.604576 backup_label
2. Add 123 bytes of random data. INFO: 2024/10/08 12.27.49 609611 Fished writng part 4.
3 CO py th e reSt Of the ﬁ Ie INFO: 2024/10/08 12:27:52.810995 Wrote backup with name base_00000001000000000000000B to storage default
4 . Re p | ace th eo rig i n al ﬁ I e. -db-01]# g backup-push -f -s -v /data/pg_data/postgres”

INFO: 2024/10/08 12 2.588586 Selecting the latest backup as the base for the current delta backup...
INFO: 2024/10/08 12 2.602764 Doing full backup. LA
INFO: 2024/10/08 12:25:52.610169 Calling pg_start_backup()

WARNING: 202/10/08 12:25:52.910169 /data/pg_data/postgres/base/16390/16568 invalid file size 13434892. File copied without validation. The file may be corrupted.
INFO: 2024/10/08 12:25:52.845646 Starting a new tar bundle

INFO: 2024/10/08 12:25:52.845704 Walking ...

INFO: 2024/10/08 12:25:52.846017 Starting part 1 ...

INFO: 2024/10/08 12:25:52.846118 Starting part 2 ...

INFO: 2024/10/08 12:25:53.081292 Packing ...

INFO: 2024/10/08 12:25:53.081896 Finished writing part 2.

INFO: 2024/10/08 12:26:25.994541 Finished writing part 1.

INFO: 2024/10/08 12:26:26.448139 Starting part 3 ...

INFO: 2024/10/08 12:26:26.448194 /global/pg_control

INFO: 2024/10/08 12:26:26.448730 Finished writing part 3.

INFO: 2024/10/08 12:26:26.449340 Calling pg_stop_backup()

INFO: 2024/10/08 12:27:49.604398 Starting part 4 ...

INFO: 2024/10/08 12:27:49.604576 backup_label

INFO: 2024/10/08 12: 9.604591 tablespace_map

INFO: 2024/10/08 12 .609611 Finished writing part 4.

INFO: 2024/10/08 12:27:52.810995 Wrote backup with name base_00000001000000000000000B to storage default

Corrupting the data file

CURRENT

d
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if=base/16390/16568 of=tempfile bs=121900 count=1
if=/dev/urandom bs=123 count=1 >> tempfile

if=base/16390/16568 bs=121900 skip=1 oflag=seek_bytes >> tempfile
tempfile base/16390/16568

a

Fix
Next Release

<

is corrupt
and we s€¢

WARNING




5 Conclusions

MUST HAVE

1 Enable checksum validation on DB
2 Control your backup process and alert
3 Implement a dedicated system for restoring backups and performing checks

4 Always use the latest version of WAL-G



