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From Backup to Integrity 
Leveraging WAL-G for PostgreSQL

More about checksum 
validation using WAL-G 

in this post.

https://dataegret.com/2024/11/from_backup_to_integrity_leveraging_wal-g_for_postgresql/


● Why is it important?
○ Сhecksums help detect corruption due to hardware issues

● Reminder: Checksums are disabled by default in PostgreSQL*
○ Cluster must be offline during the enabling process, which can take time

● The tool pg_checksums allows you to
○ Enable, disable, or verify checksums (on an offline cluster!)
○ Ensures data integrity and aids early corruption detection

The Importance of Checksum Validation2

* Enable data checksums by default in PostgreSQL 18

https://www.postgresql.org/docs/current/app-pgchecksums.html
https://www.postgresql.org/message-id/flat/CAKAnmmKwiMHik5AHmBEdf5vqzbOBbcwEPHo4-PioWeAbzwcTOQ@mail.gmail.com


Checking Backups with WAL-G
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VERIFY

WAL-VERIFY

WAL-G OPTIONS
verify: 
Validate all data page checksums during 
backup creation (analyze and alert 
WARNING/ERROR messages)

wal-verify integrity: 
Verify the consistency of WAL archives

https://wal-g.readthedocs.io/PostgreSQL/#page-checksums-verification
https://wal-g.readthedocs.io/PostgreSQL/#wal-verify


Bug Fix in Checksum Verification4

1. Copy the first 121,900 bytes.
2. Add 123 bytes of random data.
3. Copy the rest of the file.
4. Replace the original file.
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Corrupting the data file



Enable checksum validation on DB

Control your backup process and alert

Implement a dedicated system for restoring backups and performing checks

Always use the latest version of WAL-G

Conclusions

MUST HAVE
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